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Introduction

NFQueue ?

Linux 2.6.14: Net Iter userspace reloaded

@ Net lter introduces NFnetlink

@ Rewrote userspace interaction

@ For logging, queueing and connection tracking

@ Multiple communication on a single netlink socket
@ Three new libraries

@ libnet lter_queue : userspace decision

@ libnet Iter_log : logging

@ libnet Iter_conntrack : connection tracking handling
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Introduction

NFQueue ?
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e NFQueue-bindings
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@ Useful applications
@ Not-so useful applications

@ The end
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NFQueue-bindings Architecture
Implementation

Bindings ?

High-level languages (Perl, Python)
(Not-so0) limited performances /

Now we can make (tons of) mistakes (without crashing the
kernel)

SWIG
CMake (no more autoconf! , )
Object-oriented
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NFQueue-bindings Architecture
Implen tion

Architecture

NetPacket::IP dpkg, scapy
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NFQueue-bindings Architecture
Implementation

Simpli ed Wrapper and Interface Generator

Connect C/C++ programs with high-level languages
More than 18 languages supported?

Only Perl and Python bindings are generated for the
moment

Simpli cation of the code

Easier to write proof-of-concept code
Huge set of libraries

Regex !
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NFQueue-bindings Architecture
Implementation

Show me the code (1)

struct queue {
int dummy;

struct nfq_handle _h;

struct nfg_g_handle _gh;
void _cb;

Extensions

|

%extend queue {
int open();
}
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NFQueue-bindings Architecture
Implementation

Show me the code (2)

Simple wrapper functions

int queue_open(struct queue self)

self > h = nfg_open ();
self > gh = NULL;
return (self >h != NULL);

|

Example of use

$queue >open();
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NFQueue-bindings Architecture
Implementation

Callbacks

o

000

o

When creating queue, a low-level callback is registered

self > gh = nfq_create_queue (self >_h, 0, &swig_nfq_callback , (void )self > cb);

Caller must register a (high-level) callback
Binding code will store this callback

When the C callback is called by nfqueue, it will prepare
the arguments and call the high-level language
(sv2mortal , SWIG_MakePtr and call_sv  fun)

The high-level callback is executed
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NFQueue-bindings Architecture
Implementation

Decoding the packet

Use the available libraries, Luke
Perl

my $ip_obj = NetPacket::IP >decode($payload >get_data());
print ("$ip_obj >{src_ip} => $ip_obj >{dest_ip} $ip_obj >{proto}\n");
if ($ip_obj >{proto} == IP_PROTO_TCP) {

my $tcp_obj = NetPacket::TCP >decode($ip_obj >{data});

Python

pkt = ip.IP(payload .get_data())
print "source: %s" % inet_ntoa(pkt.src)
print "dest: %s" % inet_ntoa (pkt.dst)
if pkt.p == ip.IP_PROTO_TCP:
print " sport: %s" % pkt.tcp .sport
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NFQueue-bindings Architecture
Implementation

Setting the verdict

@ Only the NF_ACCEPTand NF_DRORargets are supported.
@ Set a verdict, or set a verdict + alter mark

@ Can also be used to modify packets

$payload >set_verdict ($nfqueue::NF_DROP);
$payload >set_verdict_modified ($nfqueue ::NF_ACCEPT,
$modified_payload , length ($modified_payload));

Python

payload . set_verdict (nfqueue .NF_DROP)
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NFQueue-bindings Architecture
Implementation

Callback C C + Perl C + Python
doing nothing 1 sec 22 sec 30 sec
Estimated speed | 1 million pkt/s | 45000 pkt/s | 33000 pkt/s
decoding packet ? 135 sec 260 sec
Estimated speed 7500 pkt/s | 4000 pkt/s
Hardware:

@ Laptop (1.6 GHz)
@ Debian Lenny

@ Your mileage may vary !
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Useful applications

Applications Not-so useful applications

e Applications
@ Useful applications
@ Not-so useful applications
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Useful applications
Applications Not-so useful applications

Useful applications

Hnsert slide herei
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Useful applications
Applications Not-so useful applications

Implementatio

my @http_checks = (
"AGET ",
"AUser Agent",

)i
sub _check_http
{
my $data = shift;

foreach my $check (@http_checks) {
return 0 unless ($data =~ /$check/moi);

return 1;

}

if ($tcp_obj >{dest_port} == 80 &&
($tcp_obj >{flags} & NetPacket::TCP::PSH)) {
_check_http ($tcp_obj >{data}) or
return $payload >set_verdict ($nfqueue::NF_DROP);
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Useful applications
Applications Not-so useful applications

Altering packets

On-the- y modi cations of packets.
Implementation

my $tcp_obj = NetPacket::TCP >decode ($ip_obj >{data});
$tcp_obj >{data} =~ s/love/hate/m;

# reassembling packet
$ip_obj >{data} = $tcp_obj >encode($ip_obj );
my $modified_payload = $ip_obj >encode ();

$payload >set_verdict_modified ($nfqueue ::NF_ACCEPT,
$modified_payload , length ($modified_payload));

IM conversation

Bob to Alice: "I love you"

) Alice's screen: "Bob: | hate you"
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Useful applications
Applications Not-so useful applications

Annoying rewall

Mimic some commercial applications behavior: annoy user by asking
a decision for every packet.
Implementation

if (not (pkt.tcp.flags & tcp .TH_SYN)):
return payload .set_verdict (nfqueue.NF_ACCEPT)

text = "%s:%s => %s:%s" % (inet_ntoa(pkt.src),pkt.tcp.sport ,
inet_ntoa (pkt.dst), pkt.tcp .dport)

reply = QMessageBox. question (None, '‘accept packet ?', text,
QMessageBox. Yes, QMessageBox.No)
if reply == QMessageBox.Yes:
payload . set_verdict (nfqueue.NF_ACCEPT)
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Useful applications
Applications Not-so useful applications

The following slides are "pay-per-view"?

© The weatherwall
@ Audible rewall
© Cooking shes
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Useful applications
Applications Not-so useful applications

Weatherwall

@ A stupid idea®
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Useful applications
Applications Not-so useful applications

Show me the code

Implementation

my $record = get_city ($ip_obj >{dest_ip});
my $city = $record >city . ", " . $record >country_name;
my $weather = get_weather($city);

if ($weather >{conditions} =~ m/[Rr]ain/) {
$payload >set_verdict ($nfqueue::NF_DROP);

$payload >set_verdict ($nfqueue::NF_ACCEPT);

Proposed as standard protection for all voting machines
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Useful applications
Applications Not-so useful applications

Audible rewall

@ (Yet another) stupid idea
@ Listen to your network !

Implementation

if ($tcp_obj >{flags} & NetPacket::TCP::SYN) {
my $soundfile = "/tmp/sound” . $tcp_obj >{dest_port} . ".wav";
“aplay $soundfile °;
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Useful applications
Applications Not-so useful applications

Cooking shes

@ (Again,) A stupid idea

@ pfin user-space, on Linux

@ Parse pf rules and interpret them
@ Work in progress
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The end

The future

@ Allow non-root programs (because running Perl or Python as root is a bad idea)
@ NFLog-bindings
@ NF_RETURN ?4
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The end

The future

Questions?

@ Project site: http://software.inl.fr/trac/wiki/nfqueue-bindings
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